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Like the double helix DNA an
Integrated biosafety program
has 2 parallel complimentary
management sequences.

Its’ strength is gained through:

e Intergration, &
* Interdependcy
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1. Accountability / Responsibility

Framework

2. Communication / Education

3. Compliance & Monitoring Activities

corporate 4. Documentation & Data Management

I 5. Security
operatonal




Ensuring that no-one
jumps over,

or tries to by-pass

their responsibilities.
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Accountability /
Responsibility

uOttawa (Corporation)

Established under the uO Act
Bioafety Governed by Board of Governors
Committe e | Applicant Authority PHAC/CFIA

Framework
Reports to Board of Governors
Oversees the BSP, compliance to PHSC/CFIA etc
Office of Risk Advises the University on issues pertaining to biosafety
Management
Acts on behalf of the BSC and Senior Management
Ensures compliance to legislative matters
Faculty Manages the BSP, Signing Authority re PHAC/CFIA Licences etc

Certificate

Holder and

Authorized
Users

Responsible for implementing legislative and University requirements
Ensuring compliance of the faculty community

Maintaining security and appropriated controls

Comply with biosafety program, and other University and regulatory requirements.
Ensures security and inventory control of all biological agents.
Informs BSO of any potential risks or changes to current status
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Communication is not unidirectional,
nor iIs it isolated !
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Corporate Operational
e annual reports \ " * Bio-bullets
 discussion papers ? * Procedural (manuals, sops ...)
« compliance reports e training

formal program structure inspection reports
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Knowing you have good compliance

IS about monitoring activities:

Inspections / Audits Program Review
Investigations

Documentation Review

Program Review

uOttawa




Performance Files review, individual
assessed inspections with follow-up
Regulatory Performance / facility

: expectations incorporated
requirements

Rating system Low, Medium, High....overall
app”ed performance vs individual

inspection




Often it’s the investigation
that will reveal

ignorance or gaps!

Accident / incident investigation

Root causes determined and
remedial actions taken

Finding may initiate:

inspections, SOP reviews, and/or
program review

Reported if required.
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 Assessed in terms of completeness

and accuracy.

w0%5d, » Trends and possible oversights identified.
T Compliance to funding/regulatory agencies:

( MTA, contracts, grants, MOL, TC, DFAIT ,
NIH ?)

e Data used to communicate to management.
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Start-up

 Research Proposal

« Facility certification

e |nventory & MSDS

« User training/experience

Decommissioning
 [nventory

» Transfer arrangements
* Decon activities

» Waste management

On-going

SOPs

Importation Permits &
their Conditions

BSC certification
Centrifuge

Autoclave

Inventory

Inspection reports
Training & performance

Acts, regulations,
guidelines
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RECORDS MANAGEMENT

Capturing the

Past One
spread sheet
Documenting the will do this
Now all for you.

Planning for the

Future

uOttawa
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Verifying ....

Do we have a Program?

And what does it comprise of ?

Who ... who needs to do it,

What ... what is required,

Where ... where does it say It,

Why ... why are we doing it this way,

When...  when s this to occur,

How ... how do we know it is has
been done !

uOttawa
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Internal Certificates
Training / Education
Compliance Verification
Inventory Control
Security

6. Transportation (S/R)

Waste Management

© 0 N

Monitoring (medical, performance)
Public Awareness / Signage

10.
11.
12.
13.

So, are you
the queen bee
or

the worker bee?

Decommission

Inspections / Audits
Reporting (BSC, regulatory)
Program Element Review
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Ooperations meet managemen
t

1. Compare it to the regulations or standards

2. Check your SOP (still applicable, are they followed, do they fit

In context & with other service functions)

3. Assess if the process effective & efficient.

Frequency: 1 program element / yr,
key elements once every 4 yrs.




Documentation

| yOttawa




6 8 0 *

e Advisory Documentation:

Hard/ e-record (inventory,
reports, monitoring..)

briefing notes,

Inspections, program reviews
Impact statements,

: : SOP, guidelines, policies
discussion papers,

Databases

regulatory reports,

compliance reports

Governance Doc (policies, R/R

: _ etc)
« Guidance documenting &

directives
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 Where do records end-up?

 Where should they be
stored?

« How do people in my
office know where to find
them?



LOCATIONS:

Your PC
RETENTION CRITERIA:

Shared pool on e-server

Number of years

Personal Filing Cabinet
Rationale

Central File

E - copies vs Hard copies

D - o

Archived




An Integrate Approach

Requires everyone to
understand their role and their
responsibilities



REG. BODIES
«CORPORATION
*FAC. / SERVICE
BSO

*AUTHORIZED
USER

-Vulnerability

- Integrated R/R
-Personal Clearance
-Risk Assessment
-Chain of Custody
-Threat Assessment
-Monitoring
-Security Culture

- Physical Security
- IT Security
-Counter measures
-Security Plan

-Accountability
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Corporate Document

- this presentation can be
summarized for
management in 5 pages.

Operational Needs

_ - 1 excel workbook can
Corporate + Operational record, track and plan all

the activities cited
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The integrity of the MIS System is based upon both
the integration of each key element, but also their
interdependency. Although each element may be
integrated, it is comprised of independent
components, which can be modified and enhanced
without disrupting the smooth operations of the
whole system. This creates a management
approach, which is resilient and sustainable.

The key elements are:

1. Accountability/Responsibility Framework

2. Communication / Education

3. Compliance and Monitoring Activities

4. Documentation and Data Management,
and

5. Security

This system ensures that the regulatory and
university requirements are communicated,
monitored and complied with by all parties.



Certificate

Holder and

Authorized
Users

Bioafety
Committe e

uOttawa (Corporation)

Established under the uO Act
Governed by Board of Governors
Applicant Authority PHAC/CFIA

Reports to Board of Governors
Oversees the BSP, compliance to PHSC/CFIA etc

Office of Risk Advises the University on issues pertaining to biosafety

Management

Acts on behalf of the BSC and Senior Management
Ensures compliance to legislative matters

Faculty Manages the BSP, Signing Authority re PHAC/CFIA Licences etc

Responsible for implementing legislative and University requirements

Ensuring compliance of the faculty community

Maintaining security and appropriated controls

Comply with biosafety program, and other University and regulatory requirements.
Ensures security and inventory control of all biological agents.
Informs BSO of any potential risks or changes to current status
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Communication is the basis of compliance and sscagguires involvement by all partid$he following diagram summari
key parties and the type of information communidated the typical means by which this informatisexchanged.

notices

Federal Provincial and Municipal Bodies
Defines acts, regulations, bylaws, standards, guiel@locuments

Communication strategies: public consultationjoest, licences,
permits, reports, and personal communications

University of Ottawa (Corporation)
Implements regulatory requirements, standardsciesli
procedures, etc
Information exchange between governance bodiesf(B.
G., Senate, President etc,) Committees, Servieesilties
Close communication with external community and

partners

Office of Risk Management
Interprets regulatory/ standard, compliance based
programs requirements, risk and liability infornoati
Policy, procedures, reports, manuals, training,
authorizations, meetings, web communication straseg

University of Ottawa (Corporation)
Committee and Board reports, regulatory reports,
compliance and risk mitigations strategies,
Partnerships, Collaborative Networks, National and
Provincial Associations, Dialogue with Regulatorydies

Office of Risk Management
Compliance monitoring activities, data analysiskri
determinations
Annual reports, briefing notes, impact statements,
discussion papers, regulatory reports, consultatiod
interdisciplinary team activities.

assessments

Operational Units (Faculties, Services, Dept. Indiduals)
University requirements, conditions of approvals,
procedures, policies, compliance activities
Training, records, performance, inventories, coamle




Program Element Review Inspections /Audits

Performance assessed (file review +
individual inspections) with follow-up
Rating system applied (low, med.,

Each element (i.e. inventory,
security, dosimetry...) assessed in
terms regulatory requirements,

effectiveness, efficiency... high)
Review includes assessment of CNSC performance expectations
users, services, staff, students incorporated
Participate in CNSC site inspections
and audits

Documentation Review Investigations
Assessed in terms of completeness and
accuracy

Trends and possible oversights identified
Compliance to CNSC requirements
assessed.

Data used in reporting

Accident/ incidents investigated

Root causes and remedial actions determined
Findings may initiate inspections, sop reviews,
and/or program element review.

Reported to CNSC if required
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Documentation and data management is the meansibir wompliance is demonstrated, needs are foret@std decision
made pertaining to programs developed and enhabedelationship between the types of informatiuired /available

integrity and the parties involved is importantettsure a successful outcome.

Regulatory Reporting

Licence and regulatory requirements as prescribed
Reporting of incident occurrences and security drea

Licence activity reporting
Internal accountability systems
Audit and inspection report responses

~

Compliance & Program Related
Current hard and electronic records maintained
pertaining to CNSC requirements (inventory, costrol
monitoring results etc)
ORM managements system &
Program requirement records (communicates,
guidelines, procedures etc)
Records integrating activities to governance
framework
Databases detailing current, historical and future
compliance activities
Information is retrievable by date, subject, and
researcher

)

\

Historical / Archival

All documents pertaining to CNSC licences
(prior to the last 3 year:
Includes but is not limited to: CNSC licences,
annual reports, renewals, internal radioisotope
permits, dose records, inventory, disposal,
policies, procedures, manuals
Retentions schedule and criteria justification

( no destruction date currently auitred)
Information is retrievable by date, subject, and

/

Internal Documentation

Advisory documentation to senior management, faasiind Services. (reports, briefing notes,
impact statements, discussion papers, regulatpori® compliance reports
Guidance documents and directives to individualigsioutline expectations and action required.




Security

The current security concerns have overarchingegtns; whether it is for personnel, inventoryjrdrastructure. An
assessment of the defining security measures eqthie determinations of needs (regulatory, inteamal public).and

identifying responsible parties within the Univéysstructure. The presence of a security cultuflects how these needs are
met

Comply with legislative and university requirements
Access and inventory control
Monitor security management

Define regulatory requirements
Inspect and Audits Licenced Facilities
Issues, suspends, revokes Licences

Adopts security policie
Controls access
Mandates faculties and services to ensure

security
Faculties (access control, personnel management,
security reviews)
Protections Service (risk and trend analysis, pgtro
investigates)
Undertakes risk/ security assessments - Human Resources Service (staff relations, pre-
Collaborates with affected Faculties and Services employment checks, employee assistant plans,
Issues, suspends, and/or revokes authorizations grievance resolution) o _
Controls purchases and monitors radioactive materia - Physical Resource Service (engineering design

engineering controls, access control)
Material Management ( contract management,
purchase controls)



Now that the corporate need is met, we need to meet the operational need!

INTRODUCING
BMIS

Biosafety Management Information System

1 Excel Workbook and 8 Worksheets wiill:

address every potential need:

to track, plan and monitor the Biosafety Program .
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List all 13 program elements

Scheduled activity period (ie, 1 st,2nd 3rd or 4™ quarter yr)
Program element sub-components

Time line (on-going, mthly..)

Action required

EX. In-house Authorizations

. iIssuance, amend and renewal of certification

. project review,

. facility certification,

. authorizations: use, users, regulatory, MTA, funding

. life cycle management
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Jurisdiction
Act

Regulation
Web reference
Comments

remember to review, Federal, provinicial, municipal
International requirements

look outside of PHAC, CFIA -ie TC, DFAIT, EC, MoL

and
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Program element
Jursidiction
Act
Regulation, section
Summary
Timeline
Ex. Waste management

PHAC, CFIA, EC, TC, municipal requirements
Treatment certification, validation

Packaging, transport, labelling

Weekly, annual
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Program element

Documentation specification
Description

File: hard, electronic (pc, pool), central
Archived retention period

. I
Rationale Goa

If you are not there, or
if you are asked to find historical information where can the

info be found!
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Program element
Year (past, present, future)
Summarizes key activities undertaken each year

Records & schedules activities to be undertaken in

future years
Demonstates due diligence in monitoring activities

Acts as a “Post-it Note” of activities or revision S you

want to address — not now, but in the future.
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Allows you track what policies and procedures are | n place

Records

— Date of implementation
— Review date

— Revision date

In an audit and a due diligence defence it is impor  tant
to be able to demonstrate where it says so, thatth e
information is up-to-date and accurate.

Don’t forget to review manuals and web pages.
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Merges the central filing
system into your BMIS
system

Keeps ALL your reference
tools at your finger tips and
iIn one Workbook.
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Archive Box #
File Name

Description (if you had to look for this record what search wor ds would you

use!)

Content date
Retention time
Date of distruction
Criteria for retention

Rationale for retention






