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Development

oroved in 1987 at a cost of $142
illion.

orograms began in the spring of
1998.

15t facility in the world to accommodate
both human and animal health high
containment laboratories in the same
facility.

Only level 4 laboratory in Canada.




Architectural Features

Layered approach for protection of assets.
CL2vs. CL3vs. CL4

CL2 Access control reader to enter LAB
wing.

CL3 CL2 + Access control PIN code
reader and bio-seal doors.

CL4 CL3 + Chemical Shower and
several CCTV cameras.
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Architectural Features

Bioseal Doors

Electrically interlocked
through access control
system. Positive door
position achieved through
mag locks and door
position switches.

Positive closing with
hand wheel and multi-
point locking dogs.




Architectural Features

Bullet resistant
glass on CL 3+
and CL 4 areas.







Security Philosophy

Biosecurity:
No disease agent escapes the building.

Safety:

Absolutely safe environment in which to
work.

“Box within a box” principle.




Security Design Concepts
Degrees of Protection

Safequards

Electronic security
systems

Access Controls
Doors, walls &

Reception

windows Security

Locking hardware
Exterior Fencing
SOP’s

Security Screening
Employee
Awareness

Guard Force
Target Hardening

High Security




Security Program Objectives

Establish a level of security
sufficient to protect
employees, information and

assets
Safe and secure work environment
Effective asset protection
Safeguarding of information
Prevention and mitigation of losses - Response
Maintenance of essential services
Critical infrastructure protection
Address unique threat requirements
(e.g animal research, pathogen
transfer)




Integrated System Approach

Personnel Physical Emergency
Security Security Planning & Response

Information Contract
Technology Security Management




Personnel Security

Dedicated on site Security Operations
Manager

Access Is controlled and is based on a
“NEED TO KNOW — NEED TO ACCESS”

basis.

Staff, students and contractors received a
clearance level to Secret.

Visitor entry recorded; restricted to times
when staff are available for escort:

A database is maintained on all visitors:

Long term visitors (10 days or more) are
cleared to the “Reliability Status”.




Physical Security

State of the art access control system:

Card readers, scramble key pads, CCTV
cameras, vandal proof and in some locations
bullet proof glass.

24/7 monitoring of system by guard force.

Target hardening was used as the basis for
the security design.

The higher the sensitivity level, the more physical
barriers the person must go through.







